THE SENTINEL PROJECT

(

1\
Feb 18-19, 2019 “& ”Hﬂ':ﬁgnNrﬂgi?i J LM/

Geneva, CH Legal Action Worldwide
OFFICE OF THE HIGH COMMISSIONER FOR HUMAN RIGHTS




Technologies of the Sentinel Project, by timeline of intervention
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The Sentinel Project also assists regional partners and other NGOs
with various technology projects
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1. Practical and based on real-world
requirements

2. Implementable with limited funds /
resources

. L . Inherent bl
The Sentinel Project invests in nherently meastrabie

tech no|ogy which is: Politically and ideologically neutral

Security- and privacy-oriented

Open source / open data
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Hatebase
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Hatebase is a technology platform for monitoring and analyzing
multilingual and regionalized hate speech

ABOUT 'WORKWITH US PRICING INTHE MEDIA HATE BASE ~

|“ IWIT@WISME"' (111 |”||‘| Website | . |

Public Developers

HOWITWORKS The world's largest structured repository of
EEEEEEEEEEEEEEE . 3! TTrs
B regionalized, multilingual hate speech - -

o
HateBot & HateBrain (o \)

741,046

THE SENTINEL PROJECT thesentinelproject.org



Hatebase is built around a natural language
processing (NLP) engine called HateBrain,
which...

e Recognizes hate speech terms, even if
obfuscated (e.g. leetspeak)

e Eliminates homonyms using rudimentary

language detection Intensifiers
_ o Xenophobic
e Recognizes clinical (non-hateful) contexts e

Targeting language
: o Negative adjectives
helper language which we call “pilotfish”: Emoji

e Assesses the probability of hateful context using
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What is hate speech?

Hatebase defines hate speech as any term which
broadly categorizes a specific group of people based
on malignant, qualitative, and/or subjective
attributes -- particularly if those attributes pertain to:

e ethnicity e sexuality
e nationality e disability
e religion e class

“l know it when | see it.”

Justice Potter Stewart
Jacobellis v. Ohio, 1964

THE SENTINEL PROJECT thesentinelproject.org



Hate speech vs. free speech

Hatebase does not support censorship or the criminalization of speech, with a few

important caveats:

VR

Online communities have a right While hate speech as an Government, law enforcement

(and increasingly a legal expression of opinion is (and and civilian peacekeepers have

responsibility) to moderate user should be) protected, hate a right (and increasingly a

interactions and ensure fair and speech which carries the threat responsibility) to monitor hate

respectful treatment of all users of violence isn’t (and shouldn’t speech as an early indicator of
be) violence
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Hatebase is used by government agencies, NGOs, academic
researchers and technology partners to:

e Monitor tensions across areas
of concern I L Data - crrreaeaa e
e Triage distribution of human, cee [ TERRESE | Consus
material, and financial BUC R AN W
rEeSOUrCeS e R e
e Respond appropriately and in "R Data
a timely fashion to spikesin ... ... .\ e U | R
hate Speech USAQE el e Tt
e Perform long-term analysis on

underlying causes and apply
predictive results to future Combining data from numerous datasets can help reveal important
relationships between government, citizens and external actors

planning efforts
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WikiRumours
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WikiRumours is a web- and mobile-based platform for moderating
misinformation and disinformation
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Rumours on WikiRumours go through a process of continual

annotation and classification

The Mungiki (a deadly vigilante group with
historically Kikuyu membership) have attacked

Occu
Reported by anonymous via !

D @ CD O

This rumour is probably false and is of high priority — here's why:

Despite unrest, looting, violence and clashes with police there was no eviden
the Mungiki sect took place in the form of attacks on either Mathare or Kibera

The majority of sightings for this rumour were hearsay, incidents of looting or
several cases, efforts by community members to mobilize security for the con
to keep watch.
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New / uninvestigated

Under investigation

Probably true
Probably false
Confirmed true
Confirmed false
Impossible to verify

Impossible to verify but probably true

Impossible to verify but probably false
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WikiRumours allows for some evidentiary collection when rumours
are assessed to be verifiably true or false
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As rumours spread and are sighted in different communities,
WikiRumours heatmaps each datapoint
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This data can then be correlated to reveal patterns in
misinformation creation and dissemination
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WikiRumours is both
a methodology and
an open source

software platform
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Anonymity is a core component of both the WikiRumours workflow
and the software platform

High
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WikiRumours incorporates domain aliasing functionality

This allows any organization to independently DX:_nain
1as

set up a regionally managed instance of the

software without need of hosting or

technical resources Domain Domain
Alias Alias

WikiRumours
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WikiRumours is currently active in...
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UAVs address gaps in traditional conflict monitoring

e Many attacks are perpetrated at Expensive to procure and maintain a

night by unknown actors large number of aircraft
e Attempting to monitor and report on Unclear and restrictive regulatory
attacks places personnel at risk of frameworks in many countries

physical harm Battery life and signal range can limit

e Difficult terrain often impedes access effectiveness

and field of view Vulnerable to weather and attack

e Handheld cameras generally lack
thermal / infrared imaging
capabilities

Requires trained operators
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The Sarus fleet

v
)
Jt Walkera TALI H500
< Hexacopter
3DR Aero Aircraft ~25 min flight time

~40 min flight time
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The attack that never was

Pandanguo

Mkunu mbi

Mambosasa ;
Mpeetoni Kiongwe

https://thesentinelproject.ora/2015/04/01/the-attack-that-never-was-a-fir
sthand-case-for-expanding-una-hakika-and-using-uavs
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https://thesentinelproject.org/2015/04/01/the-attack-that-never-was-a-firsthand-case-for-expanding-una-hakika-and-using-uavs
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