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Technologies of the Sentinel Project, by timeline of intervention
C

la
ss

ifi
ca

tio
n

Sy
m

bo
liz

at
io

n

D
eh

um
an

iz
at

io
n

O
rg

an
iz

at
io

n

Po
la

riz
at

io
n

Pr
ep

ar
at

io
n

Ex
te

rm
in

at
io

n

D
en

ia
l

E A R L Y   W A R N I N G

Hatebase
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The Sentinel Project also assists regional partners and other NGOs 
with various technology projects

HarassMap is a platform which:

1. Provides relevant, location-based 
information to assist victims of sexual 
harassment

2. Tracks incidents and interventions to 
help better reveal the breadth of the 
problem and drive changes in policy
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The Sentinel Project invests in 
technology which is:

1. Practical and based on real-world 
requirements

2. Implementable with limited funds / 
resources

3. Inherently measurable

4. Politically and ideologically neutral

5. Security- and privacy-oriented

6. Open source / open data

7. Voluminously accessible through open 
APIs
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Hatebase
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Hatebase is a technology platform for monitoring and analyzing 
multilingual and regionalized hate speech
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Hatebase is built around a natural language 
processing (NLP) engine called HateBrain, 
which...

● Recognizes hate speech terms, even if 
obfuscated (e.g. leetspeak)

● Eliminates homonyms using rudimentary 
language detection

● Recognizes clinical (non-hateful) contexts

● Assesses the probability of hateful context using 
helper language which we call “pilotfish”:

➔ Intensifiers
➔ Xenophobic 

references
➔ Targeting language
➔ Negative adjectives
➔ Emoji
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What is hate speech?

Hatebase defines hate speech as any term which 
broadly categorizes a specific group of people based 
on malignant, qualitative, and/or subjective 
attributes -- particularly if those attributes pertain to:

● ethnicity
● nationality
● religion

● sexuality
● disability
● class

“I know it when I see it.”

Justice Potter Stewart
Jacobellis v. Ohio, 1964
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Hate speech vs. free speech

Hatebase does not support censorship or the criminalization of speech, with a few 
important caveats:

Online communities have a right 
(and increasingly a legal 
responsibility) to moderate user 
interactions and ensure fair and 
respectful treatment of all users

While hate speech as an 
expression of opinion is (and 
should be) protected, hate 
speech which carries the threat 
of violence isn’t (and shouldn’t 
be)

Government, law enforcement 
and civilian peacekeepers have 
a right (and increasingly a 
responsibility) to monitor hate 
speech as an early indicator of 
violence
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Hatebase is used by government agencies, NGOs, academic 
researchers and technology partners to:

● Monitor tensions across areas 
of concern

● Triage distribution of human, 
material, and financial 
resources

● Respond appropriately and in 
a timely fashion to spikes in 
hate speech usage

● Perform long-term analysis on 
underlying causes and apply 
predictive results to future 
planning efforts

Hatebase 
Data

Crime 
Data

Policy 
Data

Economic 
Data

Census 
Data

Combining data from numerous datasets can help reveal important 
relationships between government, citizens and external actors
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WikiRumours
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WikiRumours is a web- and mobile-based platform for moderating 
misinformation and disinformation
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Rumours on WikiRumours go through a process of continual 
annotation and classification
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WikiRumours allows for some evidentiary collection when rumours 
are assessed to be verifiably true or false
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As rumours spread and are sighted in different communities, 
WikiRumours heatmaps each datapoint
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This data can then be correlated to reveal patterns in 
misinformation creation and dissemination
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WikiRumours is both 
a methodology and 
an open source 
software platform
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Anonymity is a core component of both the WikiRumours workflow 
and the software platform

High 
Risk

Low 
Risk

High 
Impact

Low 
Impact

Casual 
Threats

Targeted 
Threats

State-Sponsored 
Threats
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WikiRumours incorporates domain aliasing functionality

Domain 
Alias

Domain 
Alias

Domain 
Alias

Domain 
Alias

WikiRumours

This allows any organization to independently 
set up a regionally managed instance of the 
software without need of hosting or 
technical resources
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WikiRumours is currently active in...

Kenya DRC Myanmar Uganda
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Sarus
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UAVs address gaps in traditional conflict monitoring

● Many attacks are perpetrated at 
night by unknown actors

● Attempting to monitor and report on 
attacks places personnel at risk of 
physical harm

● Difficult terrain often impedes access 
and field of view

● Handheld cameras generally lack 
thermal / infrared imaging 
capabilities

● Expensive to procure and maintain a 
large number of aircraft

● Unclear and restrictive regulatory 
frameworks in many countries

● Battery life and signal range can limit 
effectiveness

● Vulnerable to weather and attack

● Requires trained operators
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The Sarus fleet

Walkera TALI H500 
Hexacopter

3DR Aero Aircraft
~40 min flight time

~25 min flight time
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The attack that never was

Mpeketoni
Pandanguo

https://thesentinelproject.org/2015/04/01/the-attack-that-never-was-a-fir
sthand-case-for-expanding-una-hakika-and-using-uavs

https://thesentinelproject.org/2015/04/01/the-attack-that-never-was-a-firsthand-case-for-expanding-una-hakika-and-using-uavs
https://thesentinelproject.org/2015/04/01/the-attack-that-never-was-a-firsthand-case-for-expanding-una-hakika-and-using-uavs
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